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Disclai

~ Disclaimer
The goal of this presentation is to describe
how current cryptosystems can be used to
achieve voluntary and free-markets
Some conclusions which this presentation
produces may be against current socially
acceptable'sténdards - be it legal or
otherwise. |
In any case, this is for theoretical and

educational debate only and does not intend
to infringe on any law in the UK or elsewhere.
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Why free-
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Because ...

« People have just a right to voluntarily sell or
by anything that evidently does not
affect/harm other people including drugs or
sexual services)

« It directly reflects mutual veluntary decisions of
sellers and buyers

- Any regulations that intervene to this voluntary
relationship always make products and services
MONE EXpEnsive

» Free-markets means economical freedom that
drives and increases prosperity of all countries
[Hong Kong, Singapore, Switzsrland, .}
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‘Because... '

- People have just a right to voluntarily sell or
buy anything that evidently does not
affect/harm other people (including drugs or
sexual services)

- It directly reflects mutual voluntary decisions of
sellers and buyers :

- Any regulations that intervene to this voluntary
relationship always make products and services
more expensive .

- Free-markets means economical freedom that

drives and increases prosperity of all countries
(Hong Kong, Singapore, Switzerland, ..)
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How to prevent your domain and
virtual hosting from shutting down?

u
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! 3. General
\ security advice
. Never use REAL money or eredit cards
. Always use the latest Tor Browser .
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In these days and in this
society...

Anonymization is probably the
only waiy'how to achieve free- |
markets and mutual voluntary

~ business relationships....
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We have solid
technologies to
; make it possible....
~~« Anonymization networks
(i2p, Tor) for anonymous »
" hosting
- Decentralized bitcoin

“cryptocurrency for (quite)
anonymous payments
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"And be prepared...

Governments and
authorities do'not like
anonymity - because of
countless reasons (tax
evasion, impossibility to
control and requlate,
power reduction.....)

L



Anonymity networks
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' Can we trustin Tor
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and Tor hidden &
. services?

L
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TOR Network Topology
. -

« 7 Hardcoded “trusted ” authesitatlive
directony sereers are used for cbtaining
random TOR nodes _‘__

« 3 TOR nodes (enry node, middle node, ' .

exit nede run by volunieers ane wsed for v
the encrypted channed

= I the direciory servers are blocked, it is
possible to use TOR bridges

-



Anonymity networks

- Implementation of Onion Routing

- Volunteers operate an overlay network
of onion routers that employ
encryption in a multi-layered manner
(hencesthe onion routing metaphor) to
ensure perfect forward secrecy
between routers

- That anonymity extends to the
operation of censorship-resistant
servers via Tor's anonymous hidden
service feature




TOR Network Topology

- 7 Hardcoded "trusted” authoritative
directory servers are used for obtaining n
random TOR nodes |
- 3 TOR nodes (entry node, middle node, '
exit node) run by volunteers are used for
the encrypted channel
- If the directory servers are blocked, it is
possible to use TOR bridges



THr Hidden Services: 6

Step 6: Bob and Alice m

proceed to use their Tor
circuits like normal,

\Hm =2

. Tor cloud

A A Tor circuit

SN [ntroduction points

&9 Fubiic key

(cookie) One-time secret

m Rendezvous point




+ Free-markets means economical freedom that

= a drives and increases prasperity of all countries
(Hog Kaig, Singapare, Switzerland, _)
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) &~ 1. Get "clean" bitcoins!

- Buy "vitgin” bitcoins without
transaction history anonymously or
use bitcoin laundries...

- Buy "dirty" bitcoins and use
multiple bitcoin laundries in a chain
(e.g. ‘
http://www.bitcoinlaundry.com)

- Mine your own bitcoins (use bitcoin
. pools available through Tor hidden "
services) .i g







2. Buy an anonymous domain
and virtual server housing

- There are dozens of companies that offer

anénymous server housing and/or domains
and accept bitcoins (e.g. Microtronix)

" « Register domain anonymously and points it

to your anonymous server housing

- Of course always use Tor and "washed"

bitcoins

 Choose "full-disk encrypticﬂ' if it is possible

1 4




| 3. Make TCP redirectors to
% o Tor/i2p hidden services

- Start TCP redirectors (e.g. using
iptables or xinetd) to your

anonymous TCP services (email, web, °

jabber, ...)
. - Use always Tor to access this
machine through SSH
- Disable all logging and do not leave
any traces (in case when this
"redirector” machine will be
confiscated by authorities)

¥




But Tor/i2p is too slow
for most TCP servic_:es.... |

For.example VolIP:

- Constder to use Tor just
for loading sensitive
configurat.ions (from
LDAP, SOL database)....

. But RTP/SRTP stream will
NOT BE anonymous! Use

- fast wifi on public plates
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" 4. Start your own
Tor/i2p hidden services

- Bind all your services to
localhost or use NAT

- Use secure implementation”
of TCP services “.g.‘vsftpd,
gmail, thttpd, ..) in order to

& prevent an exploitation




And that's all! )

We have pretty

- anonymous TCP services
available fromthe non-.
anonymous Internet!
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g0 o™ .onion anonymous service (in y
o \ case when the one is
confiscafed) . -

. How to prevent your domain and
vjrglal hosting from shutting down?

3. General
security advice

- Never use REAL money or credit cards
- Always use the latest Tor Browser
bundle -

- Always use full disk encryption (in the
UK it is possible to use "hidden
volumes” to avoid the "key disclosure
law") -

- Use physical security countermeasures

e.g. detection of chassis intrusion
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1. Domain registration

* Not every public domain can be bought
anonymously using bitcoins

- Be prepared that com/org/net/co.uk
domains are under US/UK jurisdiction
and can be easily blocked by autharities -

(Iceland) or .no (Norway), but jt can be a
problem to register these domains :
anonymously

* If Mou have limiteq number of customers,
dﬂot use public domains at all, use
-onion or Dianna dgcentralized domains’

-




2. Use multiple domains,

multiple server housing

- Anytime your domain is
blocked by authorities, use'a
diffefent and.new one

-"Have multiple virtual servers
that directs to the same
.onion anonymous service (in

case when the one |s
Bnfi iscated)




3. General
security advice

. Never use REAL money or credit cards .
- Always use the latest Tor Browser

-~ bundle g

- Always use full disk encryption (in the

UK it is possible to use "hidden °

volufes" to avoid the "key disclosure

law") _

- Use physical security countermeasures

(e.g. detection of chassis intrusion)
" .
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' Ideal voluntary free- - -

market system?!

\ Recommended texts "

\ * -+ Timothy C. May: Crypto-
. anarchist Manifesto .
+ The Cyphernomicon
\ N + Paul Rosenberg: A Lodging a ]
_— e q of Wayfaring Mem
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How the ideal voluntary
free-market system- .
(Gamma*) can look Ilke"

. HIGH ANONYMITY AND AVAILABILITY
- GUARANTEED PRIVACY &

- VOLUNTARY TAXES AND CONTRIBUTIONS ©.
- MULTIPLE ESCROW SERVICES ©

- MULTIPLE REPUTATION AGENCIES
 MULTIPLE PAYMENTS METHODS ©

. MULTIPLE DELIVERY METHODS &

. DECENTRALIZED AND REPLICABLE



‘The system can be
available from the
public Internet using
anonymously-registered
. public domain’/ server .
. housing (thanks to,"
i12p/Tor and bltcoms)
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How the ideal voluntary
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(Gamma*) can look Ilke"

. HIGH ANONYMITY AND AVAILABILITY
- GUARANTEED PRIVACY &
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Everybody can keveal as
much information as he
really wants about
himself or just to stay
anonymous... .

&
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- GUARANTEED PRIVACY &
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 MULTIPLE PAYMENTS METHODS ©

. MULTIPLE DELIVERY METHODS &

. DECENTRALIZED AND REPLICABLE



. Everybody can decide how many %
from his transactions he wantsto
dedicate to the government or his
favorite charities

- Mandatory taxes are IMMORAL
because they are not mutually -
voluntary |

- People have a right to decide how
to spend their own money'a-nd
xvhat/who support (true solidarity
makes sense only if it is voluntary)
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and sell & buy haman segans

+ HIGH ANDNYMITY AND AVARLABILITY S

+ GUARANTEED PRIVACY C L]

+ WOLUNTARY TAXES AND CONTRIBUTIONS ]
+ MULTIPLE ESCROW SERVICES ©

+ MULTIPLE REPUTATION AGENCIES &

ULTIPLE FAYMENTS METHODS C

¥ MULTIPLE DELIVERY METHDDS

- DECENTRALIZED AND REPLICABLE
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- Every seller and buyer @an choose
voluntarily the best suited escrow
service for their business

- Everybody can choose multiple escrow
services with different conditions and
rules depending on his needs and
character of his business -
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Everybody can volyntarily
choose a reputation agency
whase reputation model he
respects at the most and
ac'i:ording to this reputation
model find a suitable business
partner |
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Everybody ean choose if he
wants to use government's
money or a cryptocurrency
(e.g. bitcoins) with all its

a'dvantages and-
disadvantages
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Do you want to use some
services of commercial
delivery c'ompanies,
altruistic groups or you
just need-GPS -
coordinates of your w
product? - .

N : :
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The ohly way howto
~ prevent authorities from
blocking this system is to
‘create thousands .and
‘thousands working
clones/implementations
around the world...*




And now everybody starts
- anonymously to hire hitmen
and sell & buy human organs!!

That's unlikely because:

1. It is really difficult to create and maintain a reputable
escrow service With a "good reputation” for murders *
and/or human organs

2. Without the escrow service it is much more safe to




That's unlikely because:

1. It is really difficult to create and maintain a reputable
escrow service with a "good reputation” for murders -
-and/or human organs .

2. Without the escrow service it is much more safe to.
hire hitman from the real world instead of the

cipherspace

3. Most people do not voluntarily support services or
companies which harm other people - it is simply not
good for a business and of course you can freely choose
if you want to be a seller/buyer (and support it) in this
system or not

4. Committing murder is always a question of money
(always was and always will be) -"there is no difference
between the real world and cipherspace




Cryptoanarchyand

. cipherspace services

_ will be just improving...
(never be worse)

Be prepared and -

. e



ver be worse)-

- Be prepared and
-takeiteasy:)

Thanks fgr



Thanks for g
~ «changing your
~opinions... -
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Recommended texts

- Timothy C. May: Crypto-
anarchist Manifesto

- The Cyphernomicon |

» Paul Rosenberg: A Lodging
of Wayfaring Mem




